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APPLICATION

Individual protection of houses, garages, cottages and other premises.
For remote monitoring of premises and for control via GSM network.
Remote control of the devices via GSM network

Access control. Gate/door control.

Automation of premises, temperature and voltage control.

GSM thermostat for premisses and heating/cooling systems.

FEATURES

7 inputs. Fully programmable zones.

1 inputs for arm/disarm the security system.

4 programmable 1.5 OC outputs for remote control or for fulfilment of selected function.

1 output for monitoring of system’s state. LED indicator.

16 users who receive information about protected object. Reception of information in a form of SMS or via
DIAL short call.

400 users. Activation/deactivation (ARM/DISARM) and output control by using Maxim-Dallas iButton keys
(iButton DS1990A - 64 Bit ID)

400 users being able to control gate or electromagnetic lock via free short call.

ARM/DISARM of the system via free short call.

Temperature measurement. For temperature control, tracking, alarm and control.

Voltage measurement. Voltage monitoring and alarm.

Option to connect BELL for sound siren alarm.

System state BUZZER. (Optional output type)

FLASH feature may be used for direction indicators on arming or disarming or in the event of alarm. (Optional
output type)

Sending of periodical test including system parameters.

SMS about state of each sensor, alarms, power supply voltage and GSM communication level.

Built-in GSM module.

Testing and diagnostic of the module via USB by using program SERA

Remote set-up via SMS messages.

Configuration of the module via USB.

Free configuration program SERA.

Very compact

GSM SMS/DIAL security and remote control systemwww.topkodas. It
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1. Safety requirements

Before applying the module in operation please read this user's guide. Any operations, related with mounting of
the module and connecting of peripheral devices, should be performed only after unplugging the module from the
mains.

2. Application of the device

GSM communication module GTC812 (hereinafter the Module) is applied for sending of GSM SMS messages to
the mobile phone of a user.

The module GTC812 may be applied for protection of house, garages, cottages, vehicles as well as for access
control, gate control, objects' automation, smart house and temperature control. For premisses protection and many
other applications.

In the event of burglary, the device, depending on programmed operation algorithm, is able to call or to send
SMS to up to 16 users. A user is able to hear what is going on premises after answering a call or he may make a call by
himself. A user is able to receive an SMS with detailed information about status of each protected zone and number of
alarm events. The user is able to control the device via SMS messages only if he knows user's password. If a call is
being performed from the telephone number not included in the system‘s data base, the call is rejected immediately.

The module has system voltage monitoring and control. If power supply voltage drops below the defined value, a
user automatically will be notified via SMS. The SMS message includes voltage of backup battery (System Voltage).

The module has external temperature sensor. A user receives information about temperature alarms and restores
via SMS messages. The SMS on voltage of the module and ambient temperature is also available. Temperature may be
measured in Celsius and Fahrenheit.

SMS periodical test ensures communication control of the module. Test sending time is programmable [Test
Time]. The test will include all essential information: GSM communication strength, system power supply voltage,
temperature and IMEI of the module.

Remote Control by Dialling The module compares incoming number with programmed users' numbers and in a
case of coincide activates an output or other action and interrupts the call automatically.

All parameters of the module should be configured via PC by using software SERA or in remote manner by
sending appropriate SMS including password.

3. Used definitions and terms

e Installer —a person provided with INST (installer's) password.

e User - is a person being aware USER password.

e Authorized user - is a person whose mobile phone’s number is entered in GSM module. Two authorized users
with the same rights may be entered into the module.

e Configuration - programming of the settings, which will define the operation of the item. For example, user's

telephone numbers, set-up of periodicity for sending SMS message, input hames etc.

Event - event a user receives the information about.

ARM - status of the security system. The module is in ARM mode

DISARM - status of the security system. The module is in standby mode; only 24h inputs are active.

NO - input type (Normal Open) - this means that the alarm will be send when the input will be connected with

ground (-V).

NC - input type (Normal Close) - this means that the alarm will be send when the circuit between input and

ground (-V) will be broken.

EOL - (end of line resistor) input type with resistor.

Service messages— ARM/DISARM, test, resetting of the system.

DIAL- the system makes a call to the number specified.

Pull-up resistor - is that it weakly "pulls™ the voltage of the wire it is connected to towards +V (or whatever

voltage represents a logic "high™).

MIC - microphone

COM — negative power supply terminal.

+V - positive power supply terminal.

SSR- Solid State Relay

Caller ID - Caller's identification

GSM SMS/DIAL security and remote control systemwww.topkodas. It 4



4. Short description of the operation principle

The module transfers messages on events of the security system to the mobile phone of a user via GSM
communication channel.

Upon alarm occur , the module will generate SMS message about alarmed sensors. Door, PIR, Fire etc. SMS
message is being sent to a user in-line with a short call. This is to reduce the probability that a user will not observe
SMS message.

It is possible to send SMS and to call to 16 users. The algorithm of message sending is SMS1,SMS2...SMShn till
all SMS messages will be send. After DIAL1,DIAL2...DIALn. All messages are being sent until all users will be
notified about the event. Preferred messages and texts of these messages should be defined when programming the
module.

The module understands when the call is rejected and will not repeat calling. When the module is calling to the
user’s phone, the user can not reject the call at least 15 seconds. Otherwise the module will understand that the user‘s
number is busy and will try to repeat the call again. In a case the user‘s number is busy in fact, the module will make
repetitive calls following the programmed number of calls. Note: Efficiency of this function depends on interpretation
of call control by the operator; in some cases the operator may wrongly interpret the call and thus the module will make
repetitive calls each 60 seconds, following the programmed number of repetitions (by default 3 repetitions). In such
case GSM operator may be changed or simply the amount of DIAL repetitions reduced.

Parameters of the module are set by sending SMS or via PC by using standard miniUSB cable and configuration
software SERA, which is available to download at www.topkodas.lt.Page

In order to activate voice listening it is necessary to call from a user‘s telephone number. When calling, the
module will immediately activate voice listening, which will last as long as the user will reject the call or when the
module will start performing other commands. Calls from other telephone numbers (of non-authorized users) are
ignored.

GSM SMS/DIAL security and remote control systemwww.topkodas. It 5
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5. Package content

@ Note: For wholesalers the package content is different. For more info contact the seller

5.1. Standard package content:

Topkoda> WDG
GTC812

REG

POVPYRDOBUENOCDOSHES

GT812 module -1 pcs

GSM antenna - 1 pcs

Shipping Package

A

Temperature sensor - 1pcs.

1 kOhm resistors - 6 pcs

Note: Some package content may be optional. Please ask seller for more information.

5.2. Additional accessories under request

iButton Probe + LED

Temperature sensor with 1 m cable

External microphone with 1 m cable
and connector

« Drivers

* Manuals

- Software /

\ Topkodas>»
'”"wlop«odas“

Mini USB cable

Mini CD - 1 pcs:
e  User’s guide in PDF
e Program SERA
e USB drivers

iButton DS1990A-F5+ key

GSM SMS/DIAL security and remote control systemwww.topkodas.It




6. Specifications

Parameters of built-in GSM module:
Quad-band (850/900/1800/1900 MHz)
Sending of SMS messages
Receiving of calls and dialling

Outputs:

OUT1 max current - (-V) 1500 mA.

OUT2 max current - (-V) 1500 mA.

OUT3 max current - (-V) 1500 mA.

OUT4 max current - (-V) 1500 mA.

All outputs can be controlled via short call DIAL or via SMS message. This feature may be used for
gate opening, ignition locking etc.

Output alarm parameters may be programmed.

Programmable algorithms for outputs operation: CTRL/SMS/DIAL, SIREN, BUZER, ARM state, Zones OK,
Light Flash,inverting ,pulse mode

INI-IN7 inputs:
SMS text for input alarm and restore
Programmable enabling or disabling of inputs;
Input type NC/NO/EOL
Algorithm for zones operation:: delay, interior, instant, 24 hours, silent, fire, interior stay, instant stay
Response time;
Time of additional response;
Commutation of selected output
Stay - the mode of partial perimeter security

IN8 voltage control (internal power supply voltage input)
Alarm voltage (programmable);
Restore voltage (programmable);
Programming-based voltage calibration;
Power supply voltage range from 8.0 V to 16 V.
Measurement scale 0.01V;

IN9 (temperature control) parameters:
External temperature sensor;
Alarm temperature (programmable);
Restore temperature (programmable);
Programming-based calibration of temperature sensor;
Temperature measurement range from -40 °C to +80 °C
Measurement system Fahrenheit/Celsius
Measurement scale 0.1 °C / 0.18 °F

Module control:
ARM/DISARM of the security system via "Touch™ input. 5 control algorithms:
via SMS message
via short call DIAL
Maxim-Dallas iButton key (iButton DS1990A - 64 Bit ID)

Automatic periodical test:

Test sending in a form of SMS message. Periodicity for communication control messages (tests) from 1 to 99
nights and days according to selected time.

Power supply voltage:
Nominal power supply voltage - 12.6 V
Power supply voltage range 10 - 15V

Current consumption:

StANADY MOE........eeiieee e e less than 50 mA.
In dialling or SMS sending Mode .........c.ccoceveveennen less than 300 mA.

Environmental parameters:
Storage temperature range from -40 to +85 °C / -40 iki 185 °F
Operational temperature range from -30 to +75 °C / from -22 to 167 °F

GSM SMS/DIAL security and remote control systemwww.topkodas. It 7



PaCKage WEIGNT: .......oiiiieiie e e e 280g
MOAUIE WEIGNL: e 112¢g
Overall dimensions of the MOAUIE: ........c.c.ooeiveiiii i 90x63x32 mm

* Current consumption in idle running depends on inputs connection type, on output state and load.

7. General view of the product and layout of control devices

MOD (red) LED

WDG (green) LED

REG (yellow) LED

MiniUSB programming connector
RESET button

GSM antenna connector

SIM card holder "Push-Push" type

Nogakr~wdE

GSM SMS/DIAL security and remote control systemwww.topkodas.It



7-1 Meaning of LEDs

Name

Indication variations

Meaning

Flashes 50ms/300ms GSM module is in ARM (security) mode.
External indicator Flashes 50ms/10ms GSM module is in DISARM (non-security) mode.
"ARM" state (15 Flashes 500ms/500ms GSM module is in STAY perimeter arm mode.
contact) Flashes 500ms/500ms iButton key learning mode.

Flashes 250ms/250ms iButton key deletion mode.

Blinking, remains lit for | The module is functioning.
WDG (green) built-in | 50ms, turns off after
LED 1000ms.

Off The module is out of order or no voltage.

REG (yellow) built-in

Lights continuously

Modem has been registered to the network.

Flashes, remains lit for

Modem is being registered to the GSM network.

MOD (red) built-in
LED

50ms, turns off for
LED 300ms.
Off Modem failed to register to the network.
Flashes Power supply OK and the module is registered to the GSM

network.

Lights continuously

Modem power supply is OK, but the module failed to register to
the GSM network.

Off

Modem power supply failure or it is switched off.

WDG/REG

Turns on alternating 500
ms

The Bootloader mode In this mode it is possible to update the
firmware of the module This mode lasts 5 sec after reset of the
module.

7.1. Input/output connector pinouts meaning and layout

So| & -
sz - Description
O

1 GND Negative supply voltage (GND)

2 +V Positive supply voltage Power supply voltage 10-15V
3 Input 1 | 1 zones/input, NC/NO/EOL

4 Input2 | 2 zones/input, NC/NO/EOL

5 Input 3 | 3 zones/input, NC/NO/EOL

6 Input4 | 4 zones/input, NC/NO/EOL

7 Input5 | 5 zones/input, NC/NO/EOL

8 Input 6 | 6 zones/input, NC/NO/EOL

9 Input 7 | 7 zones/input, NC/NO/EOL

10 | Touch ARM/DISARM input of the security system

11 OuUT1 First output 1500mA. Open Collector.

12 ouT?2 Second output 1500mA. Open Collector.

13 OuUT3 First output 1500mA. Open Collector.

14 | OUT4 Second output 1500mA. Open Collector.

15 LED System LED ARM/DISARM for state indication. Connection of LED cathode
16 Temp+ | Temperature sensor LM335 input

17 BUS Data bus to connect extension module

18 | GND Negative supply voltage (GND)

GSM SMS/DIAL security and remote control systemwww.topkodas. It




8. Users

Users of the module are divided into three groups:
1. Users allowed to control the module by using SMS commands are of two types
1.1 Installer's (INST) SMS commands
1.2. User's (USER) SMS commands
2. Users, receiving information from the module about events (alarms, restores, tests etc.)
3. Users who are able to control the module via short call or using iButton key

8.1. Control and programming of the module via SMS messages

8.1.1. Installer

Installer is able to execute all (INST) commands available in the table18-1. The installer is able to change
parameters of the module only with INST password

8.1.2. User

User is able to execute only user’s (USER) commands available in the table18-2. A user may send SMS request
any time and receive parameters of the security system: zones and inputs states, communication strength, temperature
etc. SMS messages may be used to control outputs (Outl, Out2, Out3, Out4) and to activate ARM/DISARM mode.. A
User is able to control the module only when using USER password.

x|
8.2. Users to receive SMS/AUTODIAL messages LR Prare N ST AT sC I
The number of users - up to 16 These users are able to receive  |EEE—8 |0 codeere
messages or/and autodial calls after alarm occurs of the security system or JC
communication test or system state test messages, which are being generated
after alarm response of the security system or following test messages ff”l‘ij:g S =)~ *lia"l”Nim AR A =
schedule. The number of users - up to 16 See Error! Reference source not I~ e sctal | | | = e Select Al
ound. on how to define types of messages to be sent to different users. IEEE cesral | IEEE Clear &1
I NG I NG
Il |l
8.3. Remote control. Users who are able to control the module via ﬁf:::;;ﬁfge ﬁf:j;’:ﬁ'fge
short call. I ARM I~ ARM
The number of users - up to 400 These users are able to control outputs ngﬁ':f Fggﬁif
via short call, to activate voice listening and to activate ARM/DISARM mode wo wo
of the system. Action of the user is free-to-select. The actions to be done by the
module, after the telephone number having been recognized, might be ok |

assigned individually to every telephone number.
The following actions may be selected regarding telephone number of
each user: i
e To activate outputs OUT1,0UT2,0UT3,0UT4 optionally. This function might be used to lock a
vehicle's ignition, to start a vehicle and for remote control of other equipment.
e ARM/DISARM security system

9. Temperature control and thermostat function Heating and cooling system control

Temperature control with GSM phones GTC812 thermostat measure temperature through a probe (that is on
system cable) and can drive any of outputs OUT1, OUT2, OUT3, OUT4 (you can program which) to activate or
deactivate the heating/cooling system so to keep the temperature required. This is the way to keep room temperature
required. Temperature range is -40 to 80 degrees Celsius or accordingly Fahrenheit. It is possible to set a low
temperature alarm and a high temperature alarm. Reaching these thresholds will trigger alarm SMSs. You can set a
temperature hysteresis. If the temperature is too low or too high the Module will send SMS message including warning
and actual temperature value. allowing you to take action or a output to be activated to correct the temperature.

For example a user can receive a reporting SMS and also switch output on or off to achieve the requested
temperate. This is quite powerful temperature control system not only for residential use but for professional use only.

If your company sells heating on a calories basis, this solution can help you a lot, avoiding energy waste and
useless trips to a location.

If you have a house in the mountains and want to make sure temperature is kept correctly. the GTC812 is the
professional solution you want.

Module can be used to monitor industrial refrigerators, electrical transformers animal farms or any location or
machine where temperature control is significant.

Temperature controller configuration window.

GSM SMS/DIAL security and remote control systemwww.topkodas. It 10




—Temperature Controller Setting

—ooling Setting -|-+
a ; SME Alarm High Temperstire
High Tempersture; IEE'EI c High Temp Alarm Canler O
Cooling Hysteresis: [°7 °C L ooler Hysteresis

High Temp

. IOI.IT'I - I
Cooler Cutput: / Cooler OFF
High Tetnp. Alarm: 900 |8 /

High Temperature Alarm Sz Text:

/ Comfort Zone
High Termnp Alarm [ Enable

Hester OFF
—Heating Setting Law Temp
I a Heater CR
Loy Tempersture: 200 P LowTeme Sarm
07 B Sh= Alarm Lowe Temperature
Hesting Hysteresis: |- oC o

IC'LIT2 j Temperature Sensor Calibration

Lo Tetmip. Slarm; |2.|:| C ID.34EE .
Lowy Temperature Alarm Shis Text: |-2?4.5 W

Lavw Temp Alarm [ Enable | | Equation: Temperature=H*ADC+Y

Temperature sensor LM335 or LM35 should be connected to the 16th contact Temp(+) and COM 18 or 1 contact.

Alarm and restore temperature may be changed. Upon temperature alarm, the module will send SMS message to a
user. And if setting exist, the module will switch the selected output. It is comfortable to use this function for indoor
heating management. In a case of accuracy shortage, temperature sensor may be calibrated additionally.

Following the equation Temperature=X*ADC+Y and by selecting X and Y coefficients. Temperature calibration
may be performed in software SERA in testing window. It is necessary to have accurate thermometer in order to
measure temperature at least in two points. In testing window to read temperature ADC indications in these points.
Following the equation “Temperature=X*ADC+Y“ to calculate X and Y coefficients. Calculated X and Y coefficients
should be programmed in the module. It is easy to calculate X and Y coefficients in MC Excel by using trendline.

40 y = 0,3284x - 269,26

35 _—

30 /
25 _——

20 /

15 /

10 _——

5 _——

) /

_%OC ,00 820,00 840,00 860,00 880,00 900,00 920,00 940,00

Teperature

ADC

Temperature may be measured in Celsius and Fahrenheit.

9.1. Premisses automation, temperature controller installation and connection diagram

Preparation of the module for operation by using configuration software (pictures and the more detailed info are
available in SERA description):
o Define parameters of the outputs. Output state SMS text, output operation description (OQUT definition)
,»CTRL/SMS/DIAL®, state type (State mode)- Steady. If necessary output operation might be inverted.
e Inthe GSM communication window parameters of the users to send SMS and DIAL should be set. Also check
boxes should be checked to send SMS and DIAL to a user about temperature alarms.
e In GSM remote control window telephone numbers of users, who will be able to control selected outputs via free
short call , should be entered.
e On The "Temperature Controller Settings" window, set the cooler device temperature control settings:
o Cooling temperature value "High temperature™
Cooling hysteresis
Select cooler control output (OUT1-OUT4) or disable, if cooler device is not used.
Determine the temperature value at which will be sent an SMS overheat temperature alarm
Determine the temperature at which the value will be sent an SMS temperature alarm
o If you want to receive overheat alarm, need to check box "Enable"
e Similar settings are done with heater control options.

O
O
O
o

GSM SMS/DIAL security and remote control systemwww.topkodas. It 11



In order to control big power alternating current equipment, it is comfortable to use solid state relays.

Standard AC/DC adapter with the voltage 10V-14V and current >=1A might be used to powering the module.

A

Attention! AC equipment can not be connected directly to the module. It is necessary to use a special
relays or other methods, which are in compliance with electrical safety requirements.

A

Attention! When controlling devices from the AC grid (110-230V), it is necessary to follow all
electrical safety requirements.

Module connection scheme to control heating or cooling equipment:

Furnance/Heater

Cooling Device/Air Conditioner
¢ B

A

j High Voltage

ACSB5-260V
DC 85-260V

= ] = -
[ Savhpt | [ 524V bpat DC 10147, S
+12V

+
I I FOSESA
Cooler Control (OUTL)
Heater Contiol (OUT) o<t A

9.2. Remote temperature control via SMS messages
Temperature may be changed in remote manner by using SMS commands.

AC/DC adapter 10-14V, >1 A

Overheating temperature value upon reaching which, the following SMS message will be sent: ,,High temperature

alarm*®.

INST123456_70_35.5#

INST - user type (installer)

123456 — user code

space character

70 - the command to change overheating temperature alarm value
space character

35.5# - overheating alarm temperature value. The end symbol #

Freezing temperature value upon reaching which, the following SMS message will be sent: ,,Low temperature

alarm*®.

INST123456_71_5.5#

Temperature value for freezing equipment control.

INST123456_72_28.5#

Temperature value for heating equipment control.

GSM SMS/DIAL security and remote control systemwww.topkodas.It
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INST123456_73_21.7#

More information about SMS commands see chapter 18.2

9.3. Connection of temperature sensor

slblehEEEE[S =
TO-92 Sl —
Plastic Package 8 a et 5 olololo |9 Z E 8

— SNNNSNNS NN

I I_:f +13.8V

LM335Z
D5005658-8 2

Bottom View 3 V+ 1

Order Number LM335Z V- ADJ}<— LW335 BOTTOM VIEW

or LM335AZ
See NS Package
Number Z03A

10. ARM/DISARMY/STAY security modes of the module

Security system can operate in three security levels ARM/DISARM/STAY.

e ARM mode - the highest security level In this mode all zones are protected according to set
operation algorithm (zone definition) 12.3

e STAY mode - perimeter security mode, enabling a user to stay in a room (at home/office), by
connecting only external zones of the perimeter zone being protected (i.e. windows and doors). This
is partial activation of the security system. In this mode all three zones are being protected, except
minstant STAY* and ,,interior STAY* type zones 12.3. STAY mode is activated, if those two
conditions are satisfied. The first condition: even one STAY type zone should be set. The second
condition: when activating the security system, Delay type zone should not be triggered, i.e. door of
the object should not be open while exit time is being calculated (Exit Delay)

e DISARM mode —security system is turned off. In this mode only ,,Silent“ and ,,24h*“ zones are
operating 12.3

ARM/DISARM/STATE state of the module may be changed thus: via short call, via SMS message, via
Dalass/Maxim iButton and by using Lock/Unlock inputs. All system state control methods may supplement each other.
For example: The module may be ARM-ed via ,,Touch* input and DISARM-ed via short call or SMS message.

10.1. ARM/DISARM via short call

It is possible for 400 users to activate/deactivate the module via short call. The module will recognize user‘s
number and will automatically cancel the call. Not identified numbers are being ignored. Information on how to
program the user numbers is available in the description of SERA.

10.2. ARM/DISARM/STAY by sending SMS message

It is possible to ARM/DISARM of the module by sending SMS commands using USER or INST password.
Example of SMS message:

USER123456_59_0 To DISARM the system:
USER123456_59_1 To activate the system (ARM)
USER123456_59_2 Partial perimeter security (STAY)

More info see 18.2

10.3. ARM/DISARM by using Touch input
A few working algorithm modes of Touch input are available:
e 1st mode (>500ms Positive Pulse On Touch input). If in input ,,Touch >500ms the impulse will
appear into +V, the security system'’s state will be changed from ARM to DISARM or wise versa.
e 2nd mode (>500ms Negative Pulse On Touch input) algorithm similar as 1 mode only inverted.
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e 3rd mode (Positive Level ARM/Negative Level DISARM On Touch input). When in input ,,Touch*
isa positive level +V, the state of the module will be ARM. When negative level - V, the state of the
module will be DISARM.

e 4th mode (Positive Level DISARM/Negative Level ARM On Touch input) as the 3rd mode is only
inverted.

e 5th mode (iButton Access ID On Touch Input) uses ,,Touch® input. System state ARM/DISARM is
changed by using Dalass/Maxim iButton key. (iButton DS1990A - 64 Bit ID) see Fig. -.

GTC812
E\ ARM state LED (K) *x% |1
| =] N
2 Y DS1990A Serial Number iButton
iButton Probe
+V o

COM

Fig. -

GTC812

’ﬂ:J_E Touch/ARM/DISAJ\RM input

1 ARM/DISARM switch\

Fig. 10-1

10.4. Automatic arming of the security system “Auto reARM”

If the function ,,Auto-reARM* is on, the module will automatically return to ARM state, if during ,,Entry Delay*
none of zones was alarmed. This feature is active only if the module was deactivated via telephone DIAL or SMS. This
protects from casual DISARMing of the system via telephone.

10.5. Bell confirmation signal by arming/disarming the security system

The siren will generate confirmation signal when arming/disarming the security system, if function ,,Siren signal on
ARM/DISARM* was selected in the software SERA. When the security system is to be turned in ARM mode, the bell
will beep once, when in DISARM mode - the bell will beep twice.
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11. iButton keys

The First iButton key may be learned (recorded) by touching it to the reader. Without the need to send any SMS.
The system will notify about successfully recording of the key into memory by shortly beeping twice via buzzer. The
system will automatically assigns control function (ARM/DISARM) to learned key. The first key is the main key
(MASTER)

Other keys might be learnt thus:
1. To enter key codes directly into configuration programme table.
2. By pressing Learn iButton button in a configuration table.
3. By sending SMS with command for new keys learning.
4. By using MASTER key

iButton

11.1.iButton keys entering/deletion directly into o Les s dubire |
. z 1 hMaster Jon +1100655934949 A
configuration program table

2

ot | otz | outa|outs | srmDisarm | wic |
[

000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000
000000000000

In the configuration program to open Remote Control
USERS table. And to enter iButton codes for users. Upon
entering desirable codes, it is necessary to write the
configuration into the module.

@~ o e w

10
11
12
13
14
15
16
7
18
19
20
by

22

11.2.iButton keys entering/deletion via SMS messages

Association of keys is carried out by activating special
programming mode - by sending SMS or by pressing ,,Learn
iButtons* configuration program. Format of SMS message is
as follows:

INST123456_63_1

You will receive a message into your mobile phone in relation to activation of iButton key programming mode.
Touch the key to the reader and its unique code will recorded into system memory. Buzzer will notify you about
successful recording by beeping twice. The system allows to associate up to 400 iButton keys.

For example: You may link either one or 400 keys. Each time when touching the key, the system records its code
till all desirable keys will be recorded,. If during 2 minutes not a single iButton key will not be learned, the system will
automatically exit keys learning mode. or after finishing programming of the keys, you might send SMS message:

INST123456_63_0

This SMS will disable recording of new keys into memory. In the event of failure to send this message,
ARM/DISARM of the system via iButton key will not operate. Control action functions for all newly associated keys
will be assigned according to MASTER key. For example: If MASTER key will control OUT1, all newly associated
keys will also control OUT1. A new control actions can be assigned using configuration software via USB.

In order to delete all iButton keys from the memory, e.g. if it was lost or if it was stolen, please send SMS:

INST123456_63_3

All key codes available in the system memory will be deleted. Association again will be carried out as described
early.

e e e e
Aanaaanaaaananaaaaaaaann
e e e e
e e e e
e e e e e |
e e e e e e |

e e I e A I N

I o o o B . 4

In order to delete iButton key from the memory, it is necessary to have that key, which you want to delete from
the memory and to send SMS message:

INST123456_63_2

After sending that SMS message, the module will delete these keys, which will be touched to the reader . 2
minutes later, the module will deactivate the keys deletion mode.

11.3.iButton keys learning by using MASTER key

The mode for new keys learning may be activated by using MASTER key. Master key should be kept attached
for 15 sec white keys learning mode will be activated (Buzzer beeps) ARM state indicator starts blinking 500/500ms.
Further another keeps you need to learn should be touched. After 120 sec the module will automatically exits the keys
learning mode.

The same applies to keys deletion mode. Keep MASTER key attached for 30 sec. ARM state indicator starts
blinking 250/250ms. After the same procedure applies to all other keys, you want to delete. After 120 sec the module
will automatically exits keys learning mode.
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12. Module inputs (zones)

GTC812 module has:

e 7 programmable external inputs (zones).

e 1 temperature sensor input.

e  Measuring of power supply voltage. Internal input is visible in programming table.

e  Control input ,,Touch® see section10.3 .
Each input may be linked with selected output, i.e. to switch selected output depending on output state. This
feature enables to apply the module for premisses automation and temperature control. For example: For example,
if temperature drops below the standard limit, the module is able to automatically activate heating system and also
to inform a user about critical temperature by sending him an SMS.

12.1. Equivalent input diagrams

Equivalent 1-7 input diagram;

+V
GTC812 E

2.2K

TLJNLLNJ
I

12.2. Sensor connection diagrams

Sensors may be connected following 4 different connection diagrams:

e NC - normally closed contact;

e NO - normally open contact;

e NC/EOL — normally closed with end of line resistor,
line resistor),

e NO/EOL - normally closed with end of line resistor,
resistor),

NOTE. All resistors should be 1 kOm + 10%. The length of wires for connection of sensors can not exceed 300m
and resistance of wire connected to sensor contacts can not exceed 300 Ohms. Resistors should be mounted as near the
sensor as possible. Improper connection of resistors system will not work properly.

IN1-IN7 IN1-IN7 IN1-IN7 IN1-IN7
\No 1K NO/EOL ne K NC/EOL
COMI—T COM CcoM COM
12.3. Input configuration parameters
x

I ]' Zane Defintion INO j' Zone Type
IDoor opened . Alarm SME Text
IDoor clozed . Restore SMS Text

Faone Option:

¥ Alarm Enabled Zone Spesd IQDDms s

v Rest Enshled
o it e B Evert Repest Timeout  [50= =

Zong Action IDisabIe j'

OK |

The following parameters may be set for all inputs:
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e Text of SMS messages for alarms and restores. This text will be included when sending SMS message to a
user about alarms and restores of zones.

e Input types: NC,NO,EOL. These parameters should be set depending on type of zone connection.

e Definitions of input application:

o Delay — Entry/Exit zone. Set "Entry delay” and "Exit Delay" are applied for this zone. Such type
zones are used for connection of door sensor.

o Interior — disturbance of this type of the zone will not be responded if alarm of “Delay” type zone
occurred and “Entry Dlay” or “Exit Delay” time still have not run out. Such type zones may be used
for connection of motion sensor in front of the door. The input will be activated immediately, if the
door has not been opened before.

o Instant — Instant zone. Upon disturbance of this zone, the system will immediately activate burglary
alarm.

o 24 hours - Upon disturbance of this zone, the system will activate burglary alarm not depending
whether the security system is in ARM or in DISARM modes. The applications of this type zones are
safes, storehouses, tampers of the sensors.

o Silent - silent zone is always active not depending on whether the security system is ARM or
DISARM. Upon disturbance of this zone, SMS messages are being generated but the siren will not be
activated. These zones may be applied for voltage, temperature control, AC mains failure control and
for alarm of silent panic.

o Fire - this zone is always active not depending on whether the security system is ARM or DISARM.
The zone generates a special siren signal with interruptions. The zone is applied for smoke sensors
and for fire alarm.

o Interior Stay — operation algorithm identical to ,,Interior* type zone, when the system is in ARM state,
however it automatically turns into inactive, when the module is in STAY state.

o Instant Stay — operation algorithm identical to ,,Instant™ type zone, when the system is in ARM state,
however it automatically turns into inactive, when the module is in STAY state.

e Enabling or disabling of zone alarm or restore.

e Input speed — time of the input reaction, this is the time period during which changed input state should remain
stable in order to let the module to register alarm or restore input state.

e Repeat time — this is the time period, during which repeated event of the input will be ignored.

e Zone action — switching of selected output (OUT1, OUT2, OUT3, OUT4) in the event of alarm or restore.
May be used for object automation. For example, for indoor temperature control. Upon dropping of
temperature will critical limit, heater would be switched on automatically.

12.4. Voltage measuring IN8 (internal)

This input is visible only in configuration window of the SERA software of the module. IN8 input is intended for
power supply voltage control. A user will always be alerted that a car battery has been charged or discharged. This the
car battery will be protected from full discharge or damage. Alarm and restore voltages are programmable. Voltage
measurement may be calibrated additionally.

13. Programmable outputs

The module GTC812 has 4 programmable outputs. Outputs of the module may be used to switch relay, LEDs, siren
or other sound device. Current for OUT1 - OUT4 is 1500mA. All outputs are protected from short-circuit, over-
voltage and overheating.

13.1. Equivalent output diagrams
OUT1 - OUT4 outputs is open collector in terms of grounding —V.

OUT1 - OUT4 equivalent diagram:
GTC812

1 OUT1-0UT4

COoM

13.2. Output connection diagrams
Examples of output connection diagrams see below:
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GTC812 1500mA GTC812 1500mA
OUT1-0UT4 OUT1-0UT4

‘ +V  Siren

L €L
coMm +V CcomM

13.3. Operational output parameters

The following parameters may be set for each output:

e SMS text for ON output state
e  SMS text for OFF output state
e  Output operation algorithm ,,OUT def*:
o CTRL/SMS/DIAL — output is used for remote control via short call or SMS. e.g. for ignition
blocking, for gate control or for remote vehicle starting etc.
o SIREN — output used for connection of siren. “Siren time” can be changed.
o BUZER - sound signalling device. In the event of zone alarm - beeps continuously. When security
system starts calculating exit delay, the user is able to hear short, repetitive sound signals. When 10
seconds are left till the begging of activation, signals are being repeated each 0.5 seconds. If after
expiry of the delay time, all zones remain unalarmed, the system turns into ARM state along with
beep sound to confirm the action.
o ARM state — state of alarm system: ARM/DISARM. May be used for light indication.
o Inputs OK- if any of zones is disturbed, the output will be alarmed. This feature is usually used for
indication whether all zones are in order.
o Light Flash — used for connection of light signal. Upon alarm of the security system the light starts
blinking. Lights will also blink when arming/disarming the security system.
o DISARM state - the output is triggered when the module turns into DISARM state.
e Output inversion;
e Output type is constantly on/off or impulse;
e  Output impulse duration. 1-65535 seconds.

14. Timers of the security system

Entry Delay — time period, during which the user after passing Delay zone should manage to disarm the security

system.

Exit Delay — time period, during which the user should manage to leave the object and pass Delay zone.
Siren time — Siren switch on time in the event of alarm.

Test time — time of automatic periodical test.

Test Period - test sending period in 24 hours.

14.1. Setting of built-in clock module

Built-in clock of the module is to be set by SMS message or by using configuration software.
Time setting via SMS message:

INST123456_93_31/12/2010#23:55#

123456 — Inst password

space character

93-command for clock setting

space character

31/12/2010#23:55# - time dd/MM/yyyy#HH:mm#

Time format of the module: dd/MM/yyyy#HH:mm#

dd - day of the month 1-31

MM-month 1-12

yyyy -year

HH-hours 0-23

mm- minutes 0-59

After successful setting of module time, the module will send confirmation SMS, the clock will be set.
The timer may be set according to PC time via USB by using configuration software SERA, In order to set

module's timer time, it is necessary to press ,,Set Module Clock® button.

15. Automatic periodical test sending

Periodical test may be used for communication control of the module.
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It is necessary to carry out these actions:
e To set built-in clock of the module, see chapter 14.1 ;
e To set test sending periodicity in 24 hours;
e To set test sending time, at which hour of the 24 hours, the test will be sent.
Test sending may be disabled by setting test sending time 0O.
Periodical test may be used for SIM card's account control. The following parameters of the module are available in
a test message: GSM communication strength, power supply voltage, temperature, IMEI number of the module,
software version.

16. Messages sending

Messages are being sent in the event of alarm, after ARM/DISARM of the security system (if specified in the
configuration), upon test sending time (if specified in the configuration), after changing the module configuration (if
specified in the configuration), upon sending request about parameters (command code 80).

SMS about alarm of the security system is doubled with a short telephone call (if specified in configuration).

17. Remote control of the module via SMS messages or via short call

With the help of SMS messages it is possible to control devices connected to outputs Outl, Out2, Out3, Out4. It
is possible to ARM/DISARM the security system. Control command for user (USER) are available in the table No 18-
2. The amount of users when controlling via SMS is unlimited.

Example of control command when changes the states of all three outputs and inquiry is made to send
information via SMS about output states after changing of output states:

USER123456_51_1_80_5

e 123456 — user code;

e  space character

e 51- changing of the first output state

space character

1 —to turn on the output (O - to turn off the output)
space character

80- information request command (see table 18-1)
space character

5 — to send information via SMS about output states.

More examples of controlling via SMS message see the chapter Configuration of GSM communication module
via SMS modules

All outputs may be controlled via short call (the module will automatically reject the call). Up to 400 users may
control the module. All users optionally may control outputs Outl, Out2, Out3, OUT4, ARM/DISARM the security
system.

It is possible to assign to each user that he is able to control. This is comfortable to use a single module for
controlling of few gates when several masters are.

18. Preparation to operate

Before or after installation of the module it is necessary to configure its parameters.
SIM card settings may be configured by using only GSM phone.

How to prepare the module to operate:

e  Connect system connector, GSM antenna.

e  Connect power supply source: 10-15V battery or stabilized 10-15V/1A power supply source.

e Check and if necessary enter SMS message centre number (using GSM phones). Mostly SIM card
already has SMS centre number inserted, please skip this step.
Remove PIN code request of the SIM card (it can be done by using GSM phone).
Install SERA configuration program.
Connect USB cable to the PC and to the module.
Launch SERA program. Guidelines on how to use SERA program is available in SERA description.
GSM communication strength, IMEI and SMS centre number are available in Test window (see SERA
description).
Configure telephone numbers to which information should be transferred*;
Set the numbers to send SMS and to make a call*;
Set active inputs, which will be used; For example, if the input will not be used, it should be disabled*;
Set periodicity of communication test (if 00 is entered, the test will not be send);
Set input parameters.
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e Setoutput OUT1, OUT2, OUT3, OUT4 states (if applied)*;
After inserting SIM card or upon changing parameters of the module, it is necessary to press RESET button.

There are two types to configure the module. The first — via SMS messages. The second — via PC, by connecting
the module to PC via programming cable. Full change of parameters is possible only via PC by connecting
programming cable.. If possible we recommend to configure the module via PC.

18.1.SIM card

GTC812 module is not locked with a particular GSM network. This means that a user may use SIM card of any
GSM service provider with a possibility to send SMS and to call.

In order to control the module via a short call, SIM card should be have Caller ID option. Usually SIM cards
have such option. If your card can not identify a caller, please contact GSM service provide or use another SIM card.

Locate SIM card into a holder. Card's circuitry should look downward and card's key (cut angle) should look
upwards. The card holder is of "Push-Push™ type. This means that after pushing the card once, it is fixed and after
pushing it again - it is released.

Locate SIM card into a holder.

& Note: do not locate SIM card with force, because you may damage SIM card holder.

2 Gently push it
3 Fix SIM card.

18.2. Configuration and control of GSM communication module via SMS messages

Only basic parameters of the module, shown in the table 18-1 , may be configured via SMS messages. All
parameters of the module may be changed via USB by using configuration software SERA.

Configuration of the module via SMS messages may be performed only with installer‘s password.

18-1 The table shows configuration and control codes of the module. Configuration of the module may be
performed via SMS messages.

Configuration SMS command structure:

e  Verifier:

INST — Install. This verifier is used for configuration of
parameters of the module.

USER — User. This verifier is used for module control.

Installer’s or user’s password.

space character

Command code.

space character

Configuration array

The module can perform a few commands available in one message:
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come command code, parameter, command code, parameters etc. separated with space ,, “.
The module executes the commands as follows: the first command next after the password and further go all

e  Verifier:
INST — Install. This verifier is used for configuration of

parameters of the module.

USER — User. This verifier is used for module control.
Installer’s or user’s password.
space character

First command code.

space character

First configuration array
space character

Second command code.
space character

Second configuration array
etc. .......

other commands from the left to the right.

18-1_Table of Installer’s command codes.

One SMS message may include as many commands as one SMS message may cover, i.e. 160 symbols (including
spaces).
In such case firstly verifier should be sent, password should be written without space after the verifier and further

113

Lo L. | &8 Command Examples of command
;"g 8 g g 8 parameters default parameters Clarifications
[ [l settings examples
Telephone number of users to whom send SMS and to whom make a call (DIAL) up to
01 none TelNo#01 16 symbols, the end symbol “#”; after the symbol “#” user priority number 01-16 should
be entered.
02 none o1 t];)eilgte selected user’s telephone number according to priority number. User ID from 01
03 none Delete telephone numbers of all users
05 1 4 ARM/DISARM control modes: 0,1,2,3,4,5 see 10.3 chapter
06 01 o1 Periodicity of communication test in 24 hours. (from 00 am to 99), 00 — no test
In the example test to users will be send each hour.
07 14:30# 15:55# Periodical test time format HH:mm#
Input IN1,IN2,IN3,IN4,IN5,IN6, IN7, IN8 modes
08 11111121 DR AR (0-'delay',1-'interior',2-'instant',3-'24h',4-'silent',5-fire")
09 11111221 02111111 Input IN1,IN2,IN3,IN4,IN5,IN6, IN7, IN8 types (0-NO type, 1-NC type, 2-EOL)
Service messages: Arm, Disarm, Reset, Test (1-ON, 0-OFF)
10 1111 0011 . -
In the example service messages Reset and Test will be sent.
Input triggering: ~ IN1,IN2,IN3,IN4,IN5,IN6, IN7,IN8,IN9
1 11111111 vl el (1-on, 0-off) In the event of example IN6 IN8 IN9 alarm will be activated.
Input restores:  IN1,IN2,IN3,IN4,IN5,IN6, IN7,IN8 (1-ON, 0-OFF)
12 11100001 UL In the example, inputs IN1, IN3, IN5, IN6, IN8, IN9 will be restored.
21 Alarm 1# Door# IN1 input name changing up to 16 symbols, the end symbol “#”
= § 22 Alarm 2# PIR1 alarm# IN2 input name changing up to 16 symbols, the end symbol “#”
Z | Q|23 Alarm 3# PIR1 alarm# IN3 input name changing up to 16 symbols, the end symbol “#”
— [ 24 Alarm 4# Tamper.# IN4 input name changing up to 16 symbols, the end symbol “#”
25 Alarm 5# Ignition# IN5 input name changing up to 16 symbols, the end symbol “#”
26 Alarm 6# Siren# IN6 input name changing up to 16 symbols, the end symbol “#”
27 Alarm 7# Siren# IN7 input name changing up to 16 symbols, the end symbol “#”
28 Low Battery# Battery# IN8 input name changing up to 16 symbols, the end symbol “#”
31 Restore 1# Restore 1# IN1 input restore name changing up to 16 symbols, the end symbol “#”
32 Restore 2# Restore 2# IN2 input restore name changing up to 16 symbols, the end symbol “#”
33 Restore 3# Restore 3# IN3 input restore name changing up to 16 symbols, the end symbol “#”
34 Restore 4# Restore 4# IN4 input restore name changing up to 16 symbols, the end symbol “#”
35 Restore 5# Restore 5# INS input restore name changing up to 16 symbols, the end symbol “#”
36 Restore 6# Restore 6# IN6 input restore name changing up to 16 symbols, the end symbol “#”
37 Restore 7# Restore 7# IN7 input restore name changing up to 16 symbols, the end symbol “#”
38 Battery Restore# Battery Restore# INS input restore name changing up to 16 symbols, the end symbol “#”
40 Outl ON# Out3 ON # Outl output activation text changing up to 16 symbols, the end symbol “#”
41 Out2 ON# AC ON# Out2 output activation text changing up to 16 symbols, the end symbol “#”
42 Out3 ON # Light ON# Out3 output activation text changing up to 16 symbols, the end symbol “#”
43 Out4 ON # Siren on# Out4 output activation text changing up to 16 symbols, the end symbol “#”
44 Outl OFF# Heater OFF## Outl output deactivation text changing up to 16 symbols, the end symbol “#”
45 Out2 OFF# AC OFF# Out2 output deactivation text changing up to 16 symbols, the end symbol “#” Ou
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46 Out3 OFF # Light OFF # Out3 output deactivation text changing up to 16 symbols, the end symbol “#”
47 Out4 OFF # Siren off# Out4 output deactivation text changing up to 16 symbols, the end symbol “#”
48 0000 1111 OUT1, OUT2, OUT3, OUT4 output states: 1 -Inyerted, 0-Normal
Example outputs OUT1 OUT2 OUT3 OUT4are inverted.
Description of output Outl, Out2, Out3,0ut4 operation algorithm
49 0000 1024 O—CTRL,l—SIREN,Z—BUZZER@—ARM st(:ite,'4—Zones OK,5-Flash
In the above example OUT1 will operate in siren mode; OUT2 — for remote control;
OUT3 — to connect buzzer (BUZZER).OUT4- Zones OK
1,2,3,4 - selectable output number 1-OUT1, 2-OUT2, 3- OUT3, 4- OUT4. Inverting
50 none 1234 state of selected OUT output to opposite. Output state: changes every time after sending
command code. Explanation see below the table.
51 none Oorl Activates or deactivates OUT1 output. 0 — deactivates, 1 - activates
52 none Oorl Activates or deactivates OUT2 output. 0 — deactivates, 1 - activates
53 none Oorl Activates or deactivates OUT3 output. 0 — deactivates, 1 - activates
54 none Oorl Activates or deactivates OUT4 output. 0 — deactivates, 1 - activates
59 ARM/DISARM command. 0 — DISARM the security system, 1 - ARM the security
none Oorl system
Command to enter new user for remote control via short call. Command parameters:
60 none TelNo#001#00010 User telephone number, end symbol #, user ID number from 001 to 400, #, dial action 0
—offor1 - on, sequence OUT1,0UT2,0UT3,0UT4,ARM/DISARM
61 Delete selected user’s telephone number according to ID number. User ID from 001 to
none 001 400
62 none Delete all telephone numbers of remote control users from 001 to 400
0-  to turn off iButton keys association mode
63 none 1 1-  toassociate new i!3utton keys
2-  to delete touched iButton keys
3-  to delete all iButton keys
70 30.0# 35,54 Overhea'ting temperature value“upon reaching which, the following SMS message will be
sent: ,,High temperature alarm“.
Freezing temperature value upon reaching which, the following SMS message will be
71 2.0# 10.3# «
sent: ,,Low temperature alarm*.
72 26.0# 27.1# Temperature value for freezing equipment control.
73 20.0# 21.4# Temperature value for heating equipment control.
Send via SMS a part of information regarding configurations of the module:
1. 05...12 command code parameters will be sent;
2. 21...28 command code parameters will be sent;
3. 31...38 command code parameters will be sent;
80 none 1 4. 40...49 command code parameters will be sent;
5. to make a request about output states (Out 1 — Out 4);
6.  testrequest;
7. system state request. input/output states will be sent along with current state
of the system (ARM/DISARM).
90 123456 654321 To change installer’s (INST) code (recommended to change before applying the module
in operation)
91 123456 948921 To change user’s (USER) code (recommended before applying the module in operation)
92 none none Remote module reset (Reset) by using SMS message
Time format of the module: dd/MM/yyyy HH:mm
dd - day of the month 1-31
93 | none 31/12/2010423:55# MM-month 1-12
yyyy -year
HH-hours 0-23
mm- minutes 0-59

Examples of typical programming messages:

1. Programming of users telephone numbers to send SMS and to make a call:

INST123456_01_37011111111#01

123456 — installer’s code;
space character

01- command code (programming of users’ numbers);
space character
user’s telephone number without (+) comprised of country code, operator’s code and user’s telephone
number. the end symbol #;

e  01- user ID number 01-16 In this example the telephone number of 1st user is entered.
After the telephone number has been entered all events of the security system will be sent to a user. Optional events to
be send may be selected only when configuring via USB.

2. Itis possible to delete telephone numbers one by one according order of priority or all 16 numbers at once:

INST123456_02_15
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INST123456 02 15 Delete user‘s telephone number whose ID number is 15. It is possible to select from 01

to 16.

INST123456_03

INST123456 03 Delete all 16 users' telephone numbers.

3. To enter user’s telephone number for remote control via short call:

INST123456_60_3701111111#001#00010

123456 — installer’s code;

space character

60 — command code (programming of users’ telephone numbers for remote control via short call);
space character

3701111111# - user’s telephone number without (+) comprised of country code, operator’s code and
user’s telephone number. the end symbol #;

001- user ID number; from 001 to 400; In this example the telephone number of 1st user is entered;
the end symbol #;

00010 — What actions should be done after making call to a user. Sequence from the left to the right:
OUT1,0UT2,0UT3,0UT4 ,ARM/DISARM 0 - active functions, 1- non-active function. In the
example, the function ARM/DISARM is selected.

4. Delete user’s for remote control via short call telephone number according to ID number or all numbers at

once:

INST123456 61 001 ;Delete user‘s telephone number whose ID number is 001. It is possible to select from

001 to 400.

INST123456 62 ; Delete all numbers of remote control users from 001 to 400.

5. Inputs programming

INST123456_,11_00000111_1201101111_80_1

123456 — installer’s code;

space character

11 — command (see table 18-1)

space character

00000111 — used inputs are calculated from the left to the right. IN1, IN2, IN3, IN4, IN5 alarms are
disabled and IN6,IN7, IN8 alarms are enabled.

space character

12 — command (see table 18-1)

space character

01101111 - INZ, IN4 restores are disabled, IN2, IN3, IN5, IN6, IN7,IN8 restores are enabled.
space character

80 — command (see table 18-1)

space character

1 will send command code 05-12 parameters back to SMS sender.

More input parameters may be changed via USB.

6. Programming of input names:

INST123456_21_Alarmluggage#_22_Alarmcapote#_23_Alarmdoor#_80_2

Output names programming
INST123456 40 37011111111#01 43 ignition off.# 80 4

123456 — installer’s code;

space character

40 — command (see table 18-1)

space character

»ignition on.#“ name of output state when ignition is on.
43 — command (see table 18-1)

space character

Lignition off#“ — name of output state when ignition is off.
space character

80 — command (see table 18-1)

space character
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7.

8.

4 — will send 40-49 parameters of command codes.

Programming of output parameters:

INST123456_48_1010_49_1053_80_4

48 — command — outputs inversion (see table 18-1)

space character

1010 — OUT1 inverted, OUT2 normal, OUT3 inverted., OUT4 normal.
space character

49 — command - description of operation output algorithm (see table 18-1)
space character

1053- OUT1 siren, OUT2 — remote control, OUT3 light signalling device (FLASH), OUT4 ARM
state.

space character

80 — command (see table 18-1)

space character

4 — will send 40-49 parameters of command codes.

Module control modes (ARM/DISARM/STAY) see chapter see 10.3 ARM/DISARM by using Touch input
chapter.

INST123456_05_1

123456 — installer’s code;

space character

05 — command (see table 18-1)

space character

1 - ARM mode see chapter see 10.3 ARM/DISARM by using Touch input chapter.

18-2Table of users codes.

e Command
. S .
B?g;nn Password § % paézgztlizrs Possible commands Clarifications
8] settings
1-0OUT1, 2-0UT2, 3- OUT3, 4- OUT4. Change state of selected
50 none 1234 OUT output. Output state: changes every time after sending
command code. Explanation see below the table.
51 none Oorl Activates or deactivates OUT1 output. 0 — deactivates, 1 - activates
52 none OQorl Activates or deactivates OUT2 output. 0 — deactivates, 1 - activates
53 none Oorl Activates or deactivates OUT3 output. 0 — deactivates, 1 - activates
54 none Oorl Activates or deactivates OUT4 output. 0 — deactivates, 1 - activates
1234 1,2,3,4 - selectable output number
# #- delimiter
58 none Time in seconds Time
# #- delimiter
59 none 012 ARM/DISARM/STAY cor_nmand. 0 — DISARM the security
’ system, 1 - ARM the security system, 2- STAY mode
Send via SMS a part of information regarding configurations of the
USER 123456 module:
1. 01...12 command code parameters will be sent;
2. 21...28 command code parameters will be sent;
3. 31...38 command code parameters will be sent;
8 none AR 4. 40...49 command code parameters will be sent;
5. to make a request about output states (Out 1 — Out 4);
6.  test request
7.  System state request. will send information on
input/output states and system state (ARM/DISARM).
Time format of the module: dd/MM/yyyy HH:mm
dd - day of the month 1-31
93 | none 31/12/2010#23:55¢ | MM-month 1-12
yyyy -year
HH-hours 0-23
mm- minutes 0-59

Outputs control via SMS messages:

Output states of the module may also be controlled via SMS messages. Let‘s assume that vehicle ignition should
be blocked, thus the first output should be connected to ignition blocking relay. For outputs control the following
commands are used: 50,51,52,53, 54,58

Command "50" changes (inverts) state of selected output. When this command is being sent, output state is being
changed, i.e. if output has been deactivated, it is activated and vice versa.
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51, 52, 53.54 commands sets preferred output state: if O is being sent, the output is being deactivated; if 1 — the
output is being activated.

50 and 51, 52, 53.54 commands performs the same action, i.e. changes output states. The user may use
command, which are the more convenient for him.

58 command changes the state of selected output for set time limit.

If you wish to change (invert) OUT1- OUT4 states and to receive information about output states, the following
message should be sent:

USER123456_50_1_80_5

123456 — user code

space character

50 — to change state of selected output;

space character

1 — to change state of first output OUT1,;

space character

80 5 - command to send SMS about output states. This command is not necessary.

If you wish to activate OUT1 and to deactivate OUT2 at once:

USER123456_51_1_52_0_80_5

123456 — user code
space character

51- set OUT1 state;
space character

1 — deactivated output;
space character

52- set OUT?2 state;
space character

0 — deactivated output;
space character

80 5 - command to send SMS about output states. This command is not necessary.

Output control by selecting trigerring time interval:

USER123456_58_1#48# (enable OUT1 for 48 seconds)
I USER123456_58_2#5# I (enable OUT2 for 5 seconds)

123456 — user code

space character

58 — command (see table 18-1)

space character

1 enable OUT1 output (1-OUT1, 2-OUT2, 3-OUT3, 4-OUT4);

#

48 Output triggering time limit set for 48 seconds. After time limit of 48 seconds OUT1 will be disabled
automatically;

#

ARM/DISARM of the security system via SMS message:

USER123456_59_0 DISARM the security system
USER123456_59_1 ARM the security system
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It is possible to receive test of the module on the basis if request command:

USER123456_80_6

123456 — user code
space character

space character
6 — command (test request)

Upon sending command SMS (USER123456_80_6) test message will be sent
to the number, from which SMS message has been sent.

80- information request command (see table 18-1)

Below see the example of received test SMS message:

Clarifications:

Signal strength: Numerical values of communication signal level.

Corresponds the following meanings (according GSM telephone):
0- very weak signal (communication loss limit);
1...5 - very weak signal (correspond to one bar on the monitor of a mobile phone);
6...9 - satisfied signal (correspond to two bars on the monitor of a mobile phone);
10...14 - good signal (correspond to three bars on the monitor of a mobile phone);
15 and more - excellent signal (corresponds to four bars on the monitor of a mobile).

--Test--

Signal strength:
17

System voltage:
13.16V
Temperature:
+26.1 C

IMELI:
356895030001799
HW:GTC812
SW: GTC812 120628

Voltage:Voltage of car battery or other power supply source the module is connected to.

Temperature: temperature sensor’s showings (C or F).

IMELI: IMEI number of GSM modem.

HW:hardware version
SW: software version.

System state request according to the command:

USER123456_80_7

123456 — user code;
space character

space character

e 7 -—command (system state request)

80 — command (see table 18-1)

The module will sent two part message to the number the SMS was sent from.
Below you will see the example of received SMS message following request command (USER123456_80_7):

The first of two SMS:

System voltage:
State:ARM

Inputs:

In1: Door closed.

In2: PIR1 OK ..

IN3: PIR2 OK.
In4:MicrowaveRestore
In5:Shock restore .

The second of two SMS:

Inputs:

In6:Ignition OFF .
In7:Siren OFF
In8:Battery restore .

Output states
Outl OFF#
Out2 OFF
Out3 OFF
Out4 OFF

(Clarification:

(Clarification:
(Clarification:
(Clarification:
(Clarification:
(Clarification:

(Clarification:
(Clarification:
(Clarification:

(Clarification:
(Clarification:
(Clarification:
(Clarification:

system state)

state of the first input)
state of the second input)
state of the third input)
state of the forth input)
state of the filth input)

state of the sixth input)
state of the seventh input)
state of the eighth input)

state of the first controlled output)
state of the second controlled output)
state of the third controlled output)
state of the fourth controlled output)
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The module is considered to be installed properly and communication is reliable, if all messages and calls are
received properly and all user command are being executed properly.

18.3. Configuration of the module via PC

The module may be configured and tested via PA by using standard miniUSB cable. This configuration is being
performed by using the software “SERA”, which you may download at www.topkodas.It . More info about the module
configuration by using SERA program see SERA description.

" SERA - [Configuration Software] - [GTC12 configuration] - |EI|1|
File Settings Devices Update About,..

| =la| 3(E
- System Options [System Setting
- (35M Communications

-USERSERemete Control GSM Alarm Securily System- Access Confrol-Temperature Controlier

- Outputs
- Inputs

Hardhware detaile————————————

- Bvent SMS Text Installer Password | (6 symbols) r AUl = TR Ha:  GTCE12v
- Custom SMS Text reveww [V Siren Pesp on ARMIDISARM Boot GTCE Zhoot_1v0
- Temperature Controller User Passward (6 symbaols) ¥ Zone Auto-Bypass Pt GTCS12v 20626
- Testing and Diagnostic Temperature Scale ICeIc:ijus vl
ARMDISARM Method IDisabIe j Learn iButtons Stop Learning
ystem Timer
TestTime  |'*+30
Test Period I1 Days (O=disabled)
Entry Delay I5 ]
Set Module Clock i . -2
S T | PC time: 2710612012 14:3¢:52
Shem T 120 Read Madule Clockl Wodule time
Reset Module |
COME s closed |
Firmvare file have been loaded LI
Fecee commmed oo ormet o bersbores
See user manuals for details COME Disconnected |aTCa1zviz0626 v

18.4. Installation of the product and connection diagram

The module should be installed in such way to ensure GSM communication. It is necessary to properly select
place for GSM antenna. GSM antenna can not be hidden deeply in metal constructions to prevent GSM communication
shielding. GSM antenna should be mounted as fa as possible from electronic sensors, shock, microwave, microphone,
temperature sensors etc., because GSM electromagnetic field may disturb operation of sensors or other electronic
devices.

We are not liable for disturbances related with your GSM communication service provider.

Connection diagram is available in the annex, however other connections versions are also possible. Fuses are
necessary.

In order to check operation of the module it is necessary to activate used sensors, door, PIR sensor etc. and to
observe their operation. The user should receive messages a about alarmed zones (depending on programming). If SMS
messages have not been received, please check GSM communication and whether the module is configured properly by
sending 80 command with 1,2,3,4,5,6,7 parameters. We recommend to check configurations of the module and test with
the software SERA.

The module is considered to be equipped properly and communications is reliable, if all sent SMS and calls are
properly received as well as all user commands are being performed.
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18.5. Installation and control of the module when using in line with other security systems.

GTC812 module may be used in remotely ARM/DISARM secondary burglary alarm system. The security system
should have input to arm/disarm the security system. For this purpose selected GTC812 output should be connected to
the input of the security system. And to carry out these setting:

e Toinclude user's telephone number into Remote Users table.
e Toselect ARM/DISARM

e Toselect ARM state under Our Definition in Outputs table
e Toselect Pulse or Steady and time.

Also it can be done like when connecting the control panel from the keyboard, GTC812 module would be
ARMed/DISARMed. The following is necessary:

e Toset PGM function ARM/DISARM
e To connect PGM of the control panel with GTC812 touch input.

e To set Touch input control in terms of level and pulse depending on type of the signal being generated by
PGM of the control panel.

— 1=

Backup Battery 12V

Secondary Burglar Alarm

X|= E
2o |z ©
<o 8IN g4«
NN N NN
A1 [Transformer ~18-24\
com
AUX power +13.8V >500mA |
NANAT e
I_fW\f\‘_I
AC 110-220\/

18.6. Mounting instruction and connection diagram of security system for premises

It is recommended to use standard motion, fire, glass breaking sensors. For powering of sensors we recommend
to use standard 6-8 wires cable for, designed for installation of security system. For sound signalling we recommend to
use siren DC12V up to 1500mA. It is recommended to connect the siren to the system by using 2x0,75 sq. mm double
insulation cable.

It is possible to supply the security system from stabilized power supply source 10-15V and not less than 1,5A. It
is necessary to calculate max current of power supply. The current of the alarm system is the current used by sensors,
relays, siren and other devices. It is most convenient to use power supply source applied for power supply of security
systems with the option to connect backup lead battery. It is recommended to mount remote control relays into sockets.
Sockets may be easily fixed in metal box. It is necessary to select relays according to preferred voltage and current.

Auxiliary BUZZER is recommended to be installed inside the premises not far from the entrance. Buzzer
operates together with the main siren also when the system starts calculating the time to leave the premises and the time
till alarm response of the security system after entering the premises (see clause 7.1). e.g. It is possible to use buzzer of
Hitpoint PB12N23P12Q or similar modified piezoelectric 12V DC, 150mA max Buzzer.
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AC 110-220V

-
Temperature Sensor
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Led(-)
/_I ; % Tamperl Tamper2 Tamper3
iButton Probe (Optional) o O o O o O jcom
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GSM remote control
+12V!

The module configuration blank sample for this diagram you will find after installing configuration program
SERA, located in the directory ,,ConfigTemplates. File name: GTC812_v1_House_Office_Alarm.tcfg

18.7. Premisses automation, temperature controller installation and connection diagram
Preparation of the module for operation by using configuration software (pictures and the more detailed info are
available in SERA description):
e Parameters of the selected output are set. Output state SMS text, output operation description (OUT definition)
»CTRL/SMS/DIAL®, state type (State mode)- Steady. If necessary output operation might be inverted.
e Inthe GSM communication window parameters of the users to send SMS and DIAL should be set. Also
check boxes should be checked to send SMS and DIAL to a user about temperature alarms.

e In GSM remote control window telephone numbers of users, who will be able to control selected outputs via
free short call , should be entered.
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—Tempetature Cortrallet Setting
—Cooling Setting T

Hicth Temperature: IE':I e High Temp &srm

Cooling Hysteresis: I5 oz High Temp

Coaler Cutput: IDisahIe vI g
High Temp. Alarm: IE':' " /

High Tempersture Alarm Shis Text: / Comfort Zone
[ Enabie Hester OFF

Heater Hysteresi

ShS Alarm High Tem per ature

Cooler O

Cooler OFF

~Hesting Setting Lo Temp
I o _ Heater OR
Loy Tempersture: 20 C LowTemn arm
. : I5 . ShE Alarm Lowe Temperature
Hesting Hysteresis: " o
Hester Output: IDisahIe j Temperature Sensor Calibration

Loy Temp. Alarm: IEEI RS I':"3 X
Lowy Temperature &larm Sz Text: I-E?D ¥

[” Enable | | Equation: Temperature=X*ADC+Y

In order to control big power alternating current equipment, it is comfortable to use solid state relays.
Standard AC/DC adapter with the voltage 10V-14V and current >=1A might be used to powering the module.

Attention! AC equipment can not be connected directly to the module. It is necessary to use a special
relays or other methods, which are in compliance with electrical safety requirements.

Attention! When controlling devices from the AC network , it is necessary to follow all electrical
safety requirements.

Module connection scheme to control heating or cooling equipment:

Furnance/Heater/Cooling Device -
e ARttt 3
- = = u)

SIM Card

AR

A

S
LIERBEEBIEk kolols ol
°a£5§g88£zzzzzzz

Temperature Sensor SecRERRERREREESER

= DIUOYAM o 1

AC 85-260v | mEE=
DC 85-260v - EIAEl &

I
+V

|
FUSE 5A
+

AC/DC adapter 10-14V, >1A

+12V

18.8. Testing and diagnostics
Diagnostics and testing of the module may be performed via USB port with software SERA. The software will
show system input, output, GSM states in real time. Thus it would be easier to evaluate whether the module operates as

appropriate.
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" SERA - [Configuration Software] - [GTC812 configuration] - | Ellil
File Settings Devices Update About..,

Sl = =8 2

- System Options rTesting swindowy
- 3SM Communications rinputs (ADC values) ) (Outputs states———————————————— - GSMinfo
141
gﬁtERj&Remote Contral II: M :i v outl Outl OnJoft | IMET [ssa772032701 527

- Outputs
- Inputs T3 315 I ou Qut2 Onioft | SiM carch I: READY
- Evert SMS Text I E T ; ;
- Custom SMS Text M5 [4s6 sonalievet [1 (I HIEEEE

R v outs o ,
- Temperature Controller [T N6 Jemp Registration: IRegmiered, hiorme network
- Testing and Diagnostic N7 490 I outa Cutd Onicrt | SME Service Centre Address:

IZ "+37069530115" 14
[T INg [554 Sys. volage

S System State: ARMIDISARM System | -
auch Ingp

System vottage: I12-59 v 39472 ape
Tempersture: |BU-1 °c |1923 ADC [ High Temp Alarm [ Lows Temp Alarm

e
GTCa1Z

o
-

Swyitch on testing | Swyitch off testing |
COM3 is closed ‘I
Firmweare file have been loaded LI
Pl o A ] v e bl s .
[ coma | Connected |aTCa12vi 20628 [ Wy

19. Software updating
Updating of firmware version should be performed via PC. The following is necessary:
e mini-USB configuration cable, Suitable any standard miniUSB cable

e configuration software SERA, new software version may be downloaded at www.topkodas.lt
website.

e Upon installing the new configuration software, the newest Firmware version will be put into the
folder FirmareUpdate.

More about software updating process see user manual of the software ,,SERA®.

Annexes

1. Annex.
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